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1. What are Agents & 

What is Outsourcing? 

Under Article 66 of PSD2, a Payment Services User (PSU) has the right to make use of a Third Party 

Provider (TPP) to obtain payments services: 

1. Member States shall ensure that a payer has the right to make use of a payment initiation service provider to obtain 
payment services as referred to in point (7) of Annex I. The right to make use of a payment initiation service provider 
shall not apply where the payment account is not accessible online. 

These TPPs are Regulated Entities in their own right with Payment Initiation Services (PIS), Account 

Information Services (AIS), or Card Based Payment Instruments Issuing (CBPII) roles. 

The TPP identifies itself and communicates securely with the Account Servicing Payment Service Provider 

(ASPSP) to facilitate these payment services. This is the Three Party Model: 

 

However, in the real world, there are a number of examples where a ‘fourth party’ is involved. These fourth 

parties are separate entities contracted by TPPs to provide services on behalf of the TPP (that we will call 2a 

and 2b for now). This is the Four Party Model: 

 

These ‘fourth parties’ may offer consumer services to PSUs on behalf of the TPP (for example, marketing and 

managing the PSU’s access to the TPP’s products and services) or provide technical services (for example, to 

integrate with ASPSP interfaces and technically accessing the PSU’s accounts) on behalf of the TPP. 

The fourth party may belong to the same legal entity (the TPP) or equally, be a different legal entity from the 

TPP, i.e. they are acting as an Agent for or an Outsourcer of the TPP.  

http://eur-lex.europa.eu/eli/dir/2015/2366/oj
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Budget Insight is a TPP that uses a number of ‘Agents’ to carry out the payment services that they are 

authorised to perform. This includes Lydia Solutions that offers the Lydia mobile payments app. 

 

SumUp is a TPP that uses an ’Outsourcer’, Token, to technically connect to banks and access their 

customers’ accounts. 

 

Terminology 

Various terms are popularly used to describe the parties within the three and four party models: 

 Actor Description  Terms 

1 PSU The Account Holder. • Customer 

2a 

TPP 

The entity publicly offering the payment services (for 

example, via an app or a website) to the PSU. 

• Provider 

• Fintech 

• Agent 

2b The entity that technically accesses the PSU’s account. 

• TPP Aggregator 

• Technical Service Provider 

• Agent 

• Outsourcer 

3 ASPSP 

The entity holding the account for the PSU that is 

accessed and/or the entity that provides the dedicated 

interface (the API). 

• Bank 
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2. What Regulations Cover 

Agents & Outsourcing? 

 
EU Regulation 

Article 19 of PSD2 covers “use of agents, branches or entities to which activities are outsourced”. 
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1. Where a payment institution intends to provide payment services through an agent it shall communicate the 
following information to the competent authorities in its home Member State:  

(a) the name and address of the agent;  

(b) a description of the internal control mechanisms that will be used by the agent in order to comply with the 
obligations in relation to money laundering and terrorist financing under Directive (EU) 2015/849, to be updated 
without delay in the event of material changes to the particulars communicated at the initial notification;  

(c) the identity of directors and persons responsible for the management of the agent to be used in the provision of 
payment services and, for agents other than payment service providers, evidence that they are fit and proper persons;  

(d) the payment services of the payment institution for which the agent is mandated; and 

e) where applicable, the unique identification code or number of the agent.  

2. Within 2 months of receipt of the information referred to in paragraph 1, the competent authority of the home 
Member State shall communicate to the payment institution whether the agent has been entered in the register 
provided for in Article 14. Upon entry in the register, the agent may commence providing payment services.  

3. Before listing the agent in the register, the competent authorities shall, if they consider that the information 
provided to them is incorrect, take further action to verify the information.  

4. If, after taking action to verify the information, the competent authorities are not satisfied that the information 
provided to them pursuant to paragraph 1 is correct, they shall refuse to list the agent in the register provided for 
in Article 14 and shall inform the payment institution without undue delay.  

5. If the payment institution wishes to provide payment services in another Member State by engaging an agent 
or establishing a branch it shall follow the procedures set out in Article 28. 

… 

7. Payment institutions shall ensure that agents or branches acting on their behalf inform payment service users of 
this fact. 
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6. Where a payment institution intends to outsource operational functions of payment services, it shall inform the 
competent authorities of its home Member State accordingly.  

Outsourcing of important operational functions, including IT systems, shall not be undertaken in such way as to 
impair materially the quality of the payment institution’s internal control and the ability of the competent authorities 
to monitor and retrace the payment institution’s compliance with all of the obligations laid down in this Directive.  

For the purposes of the second subparagraph, an operational function shall be regarded as important if a defect 
or failure in its performance would materially impair the continuing compliance of a payment institution with the 
requirements of its authorisation requested pursuant to this Title, its other obligations under this Directive, its 
financial performance, or the soundness or the continuity of its payment services. Member States shall ensure 
that when payment institutions outsource important operational functions, the payment institutions meet the 
following conditions:  

(a) the outsourcing shall not result in the delegation by senior management of its responsibility;  

(b) the relationship and obligations of the payment institution towards its payment service users under this 
Directive shall not be altered;  

(c) the conditions with which the payment institution is to comply in order to be authorised and remain so in 
accordance with this Title shall not be undermined;  

(d) none of the other conditions subject to which the payment institution’s authorisation was granted shall be 
removed or modified. 

http://eur-lex.europa.eu/eli/dir/2015/2366/oj
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Article 20 of PSD2 also makes it clear that in the case of outsourcing, the regulated Payment Services 

Provider (PSP) is still liable: 

1. Member States shall ensure that, where payment institutions rely on third parties for the performance of operational 
functions, those payment institutions take reasonable steps to ensure that the requirements of this Directive are 
complied with.  

2. Member States shall require that payment institutions remain fully liable for any acts of their employees, or any 
agent, branch or entity to which activities are outsourced. 

 

 
The European Banking Authority (EBA) 

The EBA Opinion on the implementation of the RTS on SCA & CSC, (paragraph 12, table, row 11) states that 

the dedicated interface should “support access via technology service providers on behalf of authorized actors”.  

Article 20 of the Opinion of the European Banking Authority on the use of eIDAS certificates under 

the RTS on SCA & CSC asks National Competent Authorities (NCAs) to encourage TPPs to have multiple 

certificates, one per agent, while emphasising that the Third Party Provider (TPP) is fully liable.  

20. However, in the specific cases where PSPs provide services through agents or EEA branches, or where they have 
outsourced to technical service providers some of the activities related to access to the online accounts held within 
an ASPSP, the EBA hereby clarifies that CAs should encourage these PSPs to consider using multiple certificates 
simultaneously: one per agent, EEA branch or technical service provider. This should ensure business continuity 
and better risk management of these PSPs because the legitimacy of one certificate would not be affected by the 
revocation of any other. PSPs remain fully responsible and liable for the acts of their agents and outsource 
providers as well as for the revocation and updating of the eIDAS certificates used by them. 

National Regulation 

Within France, when a PSP relies on outsourcing, the outsourcing party must be regulated under law. The 

French National Competent Authority (ACPR) published a document, De nouveaux acteurs régulés dans 

les paiements, describing various partnership/agent/outsourcing models that they recognise. It: 

• Briefly describes Access to Account. 

• Notes that different operating models are emerging - often using ‘Partners’. 

• Lists three models that involve a TPP and a partner, each of which has a different legal construction: 

a. White Label: the agent is invisible to the Payment Services User (PSU) but technically working in 

the background for the PSU facing TPP. 

b. Co-Branding: the agent and the PSU facing TPP are made visible to the PSU 

c. Third Party: the PSU signs two contracts: 

• One with the party that gets the data. 

• One with the party that uses the data to provide a service. 

 

https://eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%28EBA-2018-Op-04%29.pdf
https://eba.europa.eu/documents/10180/2137845/EBA+Opinion+on+the+use+of+eIDAS+certificates+under+the+RTS+on+SCACSC.pdf
https://eba.europa.eu/documents/10180/2137845/EBA+Opinion+on+the+use+of+eIDAS+certificates+under+the+RTS+on+SCACSC.pdf
https://acpr.banque-france.fr/liste-chronologique/publications-relatives-au-controle-bancaire
https://acpr.banque-france.fr/liste-chronologique/publications-relatives-au-controle-bancaire
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3. What are the Different Types 

of Agent & Outsourcing Models? 

The Basic 3 Party Model 

This is the basic 3 party model where a Payment Services User (PSU) uses a Third Party Provider (TPP) that 

identifies itself and communicates securely with the Account Servicing Payment Service Provider (ASPSP). 

 

PSU I am the PSU. 
  

TPP 
An accounting company offers to use my financial data to complete my tax return for 
me. The accounting company is a TPP. 

  

ASPSP My bank has the raw data needed for the tax return. The bank is the ASPSP.  
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The White Label/Outsourcing Model 

The White Label/Outsourcing model covers a TPP using a Technical Services Provider (TSP), i.e. an 

aggregator connecting to multiple ASPSPs while the TPP focuses on using the data obtained.  

 

PSU I am the PSU. 
  

TPP 
An accounting company offers to use my financial data to complete my tax return for 
me. The accounting company is a regulated TPP. 

  

Outsourcer 

An external Outsourcer provides connectivity to the ASPSP. 

• The Outsourcer is not regulated as a TPP. They may require other qualifications 
depending on national law but NOT due to PSD2. 

• The eIDAS Certificate is that of the TPP. 

• They are not deliberately visible to the PSU or ASPSP. 
  

ASPSP 
My bank has the raw data needed for the tax return. The bank is the ASPSP. Legally 
speaking, the ASPSP is giving the data to the TPP (the accounting company). 
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The Third Party (Redirection) Mode 

The Third Party (Redirection) model shows the classic Access To Account (XS2A) with three parties from the 

ASPSP’s perspective.  

The PSU starts their interaction off with a non-regulated company that offers them services. They are then 

“redirected” to another company, the TPP, where they agree conditions around fetching data and supplying it 

back to the original accounting company. 

 

PSU I am the PSU. 
  

Accounting  

Company 

An accounting company offers to use my financial data to complete my tax return for me. 

They tell me that I have to agree some terms with their partner company that will get the 

data from my bank account.  

• The accounting company is not regulated under PSD2. 
  

TPP 

The TPP gets my data. 

• The TPP is regulated. 

• The PSU agrees to terms with the TPP, gives consent, and data is collected by 

the TPP from the ASPSP. 
  

ASPSP 

My bank has the raw data needed for the tax return.  

• The bank is the ASPSP.  

• The ASPSP provides data to the TPP. 

• The ASPSP is not aware that the accounting company exists and doesn’t need to. 

 

The regulatory use of the word ‘Agent’ is a little different from the normal use of the word agent. 

From a regulatory perspective the Accounting Company is the agent of the TPP, and the TPP is 

providing payments via the Accounting Company to the customer (PSU). 

From a commercial perspective, the Accounting Company is providing accounting services to the 

customer and is using the TPP to gain connectivity and data. 
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The Agent Model 

The Agent model makes use of Agents, where an Agent in a regulatory sense. The accounting company is 

the agent of the TPP, and both are listed in national registers. 

The TPP is using the Agent to ‘sell’ AIS services. However, in a business sense, it appears that the TPP is 

the Agent of the accounting company.  

 

PSU I am the PSU. 
  

Accounting  

Company 

An accounting company offers to turn take my financial data and do my tax return for 

me. They tell me that I will have to agree some terms with their partner company that 

will actually get the information from my bank account. 

• The PSU agrees to terms with the TPP (via the Agent). 

• The accounting company is regulated as an Agent. 
  

TPP 

The TPP gets my data. 

• The TPP is regulated as an AISP. 

• Data is collected by the TPP from the ASPSP and passes it back to their agent.  
  

ASPSP 

My bank has the raw data needed for the tax return. 

• The bank is the ASPSP.  

• The ASPSP provides data to the TPP. 

• The ASPSP is not aware that the accounting company exists and doesn’t need to. 
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4. Where Do eIDAS Certificates Fit 

Into Agents & Outsourcing Use? 

In cases where Third Party Providers (TPPs) provide services through Agents or European Economic Area 

(EEA) Branches, or where they have outsourced to Technical Services Providers (TSPs) some related 

Access To Account (XS2A) activities, the European Banking Authority (EBA) has clarified in Article 20 of the 

Opinion of the European Banking Authority on the use of eIDAS certificates under the RTS on SCA & 

CSC that National Competent Authorities (NCAs) should encourage these TPPs to consider using multiple 

certificates simultaneously: one per Agent, EEA Branch, or TSP (see page 7). 

 

Using multiple certificates should ensure business continuity and better risk management of these TPPs 

because the legitimacy of one certificate would not be affected by the revocation of any other. The TPPs 

remain fully responsible and liable for the acts of their Agents and TSP, and for the revocation and updating 

of the eIDAS certificates they use. 

https://eba.europa.eu/documents/10180/2137845/EBA+Opinion+on+the+use+of+eIDAS+certificates+under+the+RTS+on+SCACSC.pdf
https://eba.europa.eu/documents/10180/2137845/EBA+Opinion+on+the+use+of+eIDAS+certificates+under+the+RTS+on+SCACSC.pdf
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5. How Can An ASPSP 

Identify the Agent? 

The Payment Services User (PSU) is a customer of both the Agent and the Account Servicing Payment 

Service Provider (ASPSP). While the PSU should always be aware of the Third Party Provide (TPP), they 

may not remember their brand, or read the terms and conditions properly.  

The ASPSP may want to know not just the TPP identity, but the identity of the person that the customer 

thinks they are contracting with.  

There are two ways that this can happen, although neither of them is mandatory nor may not be used, 

leaving the ASPSP without the information. 

Method 1 

The TPP has multiple certificates, one for each agent, and the identity of the agent is contained in each 

relevant certificate. 

Method 2 

Use a field in the Bank’s API to carry the Agent/Outsourcer’s details. This is supported by some of the 

standards but may not be implemented by the ASPSP and may not be completed by the TPP. 

 

ASPSPs will not be able to know who their consumers are dealing with. This will create confusion when a 

Bank thinks of the TPP as one party, but the PSU thinks of them as another. 

 

Open Banking Europe are working with the financial community to identify the 

outstanding issues and questions around Agents and Outsourcing and to seek a 

consensus on the various approaches that may be adopted. 

If you would like to find out more, please contact OBE by email using 

info@openbankingeurope.eu or visit https://www.openbankingeurope.eu/ 

 

mailto:info@openbankingeurope.eu
https://www.openbankingeurope.eu/

