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1. About Open Banking Europe 
1.1. Purpose 
The revised Payment Services Directive (PSD2) came into force in January 2018. At this point, all regulated 
entities (Payment Service Providers) had to ensure that they individually comply with PSD2 and the 
Regulatory Technical Standards (RTS) set out by the European Banking Authority (EBA). 

Many experts believe that the financial industry is expected to organise itself to make sure that the 
implemented solutions for PSD2 are interoperable.  

PRETA Open Banking Europe has been launched to support Payment Service Providers (PSPs) and Third 
Party Providers (TPPs) in meeting the Access to Account (XS2A) requirements of PSD2. 

1.2. History 
PRETA S.A.S. was created in 2013 to develop and innovate market competitive services in digital payment 
and identity solutions. The company is a wholly-owned subsidiary of EBA CLEARING, a provider of pan-
European payment solutions currently owned by 52 shareholder banks. 

Following a series of stakeholder consultations that started in 2016 to determine industry requirements, 
PRETA launched Open Banking Europe to build a PSD2 Directory solution to support PSPs and TPPs in 
meeting the PSD2 XS2A requirements. 

1.3. Audience 
Open Banking Europe is aimed at the following audiences: 

• Competent Authorities 
• Payment Service Providers (PSPs), including: 

• Account Servicing Payment Services Providers (ASPSPs) 

Third Party Providers (TPPs) 
• Qualified Trust Service Providers (QTSPs) 
• Directory & Access Support Service Providers 

1.4. Disclaimer 
Whilst care has been taken to ensure that the information contained in this document is true and correct at 
the time of publication, there are still clarifications needed around PSD2’s scope and implementation and this 
may impact on the accuracy of the information contained within this document.  

As such, Open Banking Europe cannot guarantee the accuracy or reliability of any information contained 
within this document at the time of reading, or that it is suitable for your intended use. 

 
 



 

Version 001-000 Closed User Group 4 

2. General Introduction 
2.1. Scope 
The present document defines a profile of JSON Web Signature (JWS hereinafter), defined in RFC 7515: 
"JSON Web Signature (JWS)" [2] aimed at supporting the requirements for "common and secure open 
standards of communication" in support of the Payment Services Directive 2015/2366 [16] as defined in 
Commission Delegated Regulation (EU) 2018/389 [15] to "rely on qualified certificates for electronic seals as 
referred to in Article 3(30) of Regulation (EU) No 910/2014" for the purpose of identification. 

The present document defines the profile by making recommendations for each choice offered by RFC 7515 
[2] on the JSON Web Signatures. 

This profile may be extended to support the requirements specific payloads such as signed JSON Web 
Token RFC 7519 [5]. 

ETSI are planning to develop a standard for JWS which includes the special features already in other ETSI 
standards for AdES digital signatures (see references [17] to [22]) aligned with Regulation (EU) No 
910/2014. The current profile is likely to be compatible with the most basic level of the new AdES for JSON 
(to be called JAdES). 

2.2. Design Principles 
The profile defined in the present document are aimed to meet the following requirement:  

DESIGN-PRINCIPLE#01: The JSON Web Signatures compliant with this profile support the use of qualified 
certificates for electronic seals in line with Commission Delegated Regulation (EU) 
2018/389 [15].  

DESIGN-PRINCIPLE#02: It is not required to exchange multiple JSON Web Signatures that sign the same 
payload. 

DESIGN-PRINCIPLE#03: A JSON Web Signature is to be carried along with the payload (i.e. not detached).  

DESIGN-PRINCIPLE#04: The JSON Web Signatures compliant with this profile are as transparent as 
possible to any intermediate device that they may traverse when they are 
exchanged between parties (firewalls, front-ends, relays, etc). 

DESIGN-PRINCIPLE#05: The profile aims to maximise interoperability. 

DESIGN-PRINCIPLE#06: No restrictions are imposed to the contents of the payloads (like banning presence 
of certain character). 

DESIGN-PRINCIPLE#07: The JWS header parameters are protected ensuring that security critical elements 
cannot be modified. 

DESIGN-PRINCIPLE#08: The profile aims to maximise flexibility in the payload. 

DESIGN-PRINCIPLE#09: This profile follows generally accepted security best practices. 

DESIGN-PRINCIPLE#10: The profile defined is aimed to be extensible. 
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2.3. Terminology 
The present document uses the terms defined in RFC 7515: "JSON Web Signature (JWS)" clause 2. 

This means that within the present document: 

• The terms ‘JWS Payload’ or ‘payload’ are used for referring to the "sequence of octets to be secured - 
a.k.a. the message". 

• The terms ‘JWS’ and ‘JSON Web Signature’ are used for referring to the whole JSON object 
"representing a digitally signed (…) message". 

• The term ‘JWS Signature’ is used for referring to the "digital signature (…) over the JWS Protected 
Header and the JWS Payload", i.e. the bytes resulting from the cryptographic computations performed 
with the private key of the signer. 

• The term ‘StringOrURI’ is defined in clause 2 of RFC 7515 [2] as "a JSON string value, with the additional 
requirement that while arbitrary string values MAY be used, any value containing a ":" character MUST be 
a URI". 
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3. Basic Structure 
3.1. Introduction 
The JWS specified in RFC 7515 [2] consists of: 

1. The signed data object denoted as JWS payload or payload. 
2. A header consisting of a set of parameters. 
3. The JWS signature. 

RFC 7515: "JSON Web Signature (JWS)" [2] specifies two ways of encoding this information (referred to as 
serialisation): 

• JWS Compact Serialisation 
• JWS JSON Serialisation 

With JWS Compact Serialisation: 

• all the header parameters are protected (forming what is known as the JWS protected header); 
• all three elements listed above are encoded in a BASE64URL encoding which converts data to a 

transparent character string which avoids any characters which could cause problems in firewall, relays 
etc or conflict with filename or URL character restrictions; 

• Uses UTF8 character encoding for the header information. 

With JWS JSON Serialisation: 

• the data is encoded using JSON object notation; 
• Not all the header information need be protected by the signature; 
• A general structure can be used to allow multiple signatures against the same object.; 
• A simplified flattened structure can be used if only one signature is carried 

3.2. Recommendations 

RECOMMENDATION-01: It is recommended to use the JWS Compact Serialisation. 

RATIONALE:  

• The representation of the JWS obtained with this serialisation is most transparent to any intermediate 
device that the JWS may traverse when they are exchanged between parties (firewalls, front-ends, 
relays, etc), as stated in DESIGN-PRINCIPLE#04. This is because all the components of the JWS are 
Base64url encoded. 

• Multiple JWS signatures are not required (DESIGN-PRINCIPLE#02) 

• The JWS is carried along with the payload (DESIGN-PRINCIPLE#03). 

• There is no need to exchange multiple JSON Web Signatures grouped within one JSON object (DESIGN-
PRINCIPLE#02). 

• The representation of the JWS obtained with this serialisation maximises interoperability (DESIGN-
PRINCIPLE#05). 

• As all the components of the JWS are Base64url encoded, there are no restrictions imposed to the 
contents of the payload (DESIGN-PRINCIPLE#06). 

• This serialisation protects all JWS the header parameters present (DESIGN-PRINCIPLE#07). 
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4. Detachment of the JWS Payload 
4.1.  Introduction 
After the publication of RFC 7515 [2], it was updated by RFC 7797: "JSON Web Signature (JWS) Unencoded 
Payload Option" [3]. This allows for the JWS signature to be detached from the payload it protects. 

4.2. Recommendations 

RECOMMENDATION-02: It is recommended to NOT TO USE the mechanism specified within RFC 7797: 
"JSON Web Signature (JWS) Unencoded Payload Option" [3]. 

RATIONALE:  

• The JWS is to be carried along with the payload (i.e. not detached) so this is not required. (DESIGN-
PRINCIPLE#03).
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5. Header Parameters 
5.1. General Overview 
JWS is one of a set of specifications for security of JSON object. This also includes JSON Web tokens 
(JWT), JSON Web Encryption (JWE) and JSON Web Keys (JWK). All these specifications share a common 
header structure call JSON Object Signing and Encryption (JOSE). JWS uses this shared JOSE header 
structure. 

In this profile all the header parameters contained in JOSE header are protected by the signature, and 
consequently the JOSE header is equal to the JWS protected header. 

RFC 7515: "JSON Web Signature (JWS)" [2] specifies a number of JOSE Header parameters. The names of 
these Header parameters are publicly registered through the standard. Additional public and privately 
defined may be included in the header. 

This section recommends use of the usage of the standard header parameters and how other header 
parameters should be handled. 

5.2. Parameters for Identifying Cryptographic  
Algorithm: Header Parameter "alg" 

5.2.1. Introduction 

The "alg" Header parameter identifies the cryptographic algorithm used to secure the JWS. See Section 6 on 
page 11 for further details on algorithms. 

5.2.2. Recommendations 

RECOMMENDATION-03: It is recommended to incorporate the "alg" Header parameter into the JWS 
Protected Header of the JWS. 

RATIONALE:  

• This counters attacks on the selection of the cryptographic algorithm used for securing the JWS 
(DESIGN-PRINCIPLE#07). 

5.3. Parameters for Binding the Signing Certificate 
5.3.1. Overview of Mechanisms 

RFC 7515 [2] defines a number of Header parameters supporting mechanisms that can be used for 
exchanging information on the JWS signing key or the signing certificate. The public used for validating a 
signature can be provided through one of the following parameters: 

• jku: a URI pointing to the resource where the public key may be retrieved from  
• jwk: the public key for validating the signature 
• kid: an identifier of the public key for validating the signature 
• x5u: a URI pointing to the resource where the X509 signing certificate (with or without the certification 

path) may be retrieved from 
• x5c: the X509 certificate(s) 
• x5t: digest of the X509 signing certificate using SHA1 
• x5t#S256: digest of the X509 signing certificate using SHA 256 
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5.3.2. Recommendations 

RECOMMENDATION-04: It is recommended to allow either the "x5c" or "x5t256" header parameter into 
the JWS Protected Header of the JWS. 

 
RECOMMENDATION-05: "x5c" should be used at least for the first JWS signature sent between the 
communicating parties or if the status of certificates used to validate the signature can have changed. 

 
RECOMMENDATION-06: The "x5t256" hash should be used to identify the cached certificate to be used 
for the validation of the signature as sent in an earlier "x5c" header parameter. 

 
RECOMMENDATION-07: It is recommended to incorporate within the "x5c" Header parameter the signing 
certificate and at least the certificate path up to and including the CA certificate of the Qualified Trust 
Service Provider issuing Qualified Certificates, listed in an EU Member State Trusted List. 

RATIONALE:  

• This supports the use of qualified certificates for electronic seals in line with Commission Delegated 
Regulation (EU) 2018/389 [15] (DESIGN-PRINCIPLE#01). 

• The incorporation of the cert path up to and including the trust anchor facilitates interoperability and 
checking against the EU Trusted List. (DESIGN-PRINCIPLE#05).  

• The use of SHA-1 as required for x5t is generally deprecated thus x5t256 using SHA-256 is 
recommended (DESIGN-PRINCIPLE#09). 

5.4. Parameter for Identifying the Type of JWS Structure 
5.4.1. Introduction 

The header parameter "typ" is used to identify that general structure of header is the JOSE header structure 
shared with similar JSON security specifications (see Section 5.1 on page 8) and also to identify whether 
compact serialisation or JSON serialisation is used. For JWS has two values, namely: "JOSE", or 
"JOSE+JSON" respectively. 

5.4.2. Recommendations 

RECOMMENDATION-08: It is recommended to incorporate the "typ" Header parameter into the JWS 
Protected Header of the JWS, with the value "JOSE". 

RATIONALE: 

• ‘JOSE’ aligns with the use of compact serialisation as recommended in Section 3.2 on page 6. 

5.5. Parameter for Identifying the Type of  
the Payload: Parameter Header "cty" 

5.5.1. Introduction 

Clause 4.1.9 of RFC 7515 [2] states that the content of this Header parameter "is used by JWS applications 
to declare the media type of the secured content (the payload)". 

This Header Parameter is useful in contexts where JWS applications may receive JSW Payloads of different 
types, each requiring a specific treatment. 

It should be considered that, while “all media type values, subtype values and parameter names are case 
insensitive" for RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet 
Message Bodies" [13], Header "parameter values are case sensitive unless otherwise specified for the 
specific parameter". 
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5.5.2. Recommendations 

RECOMMENDATION-09: The "cty" Parameter header may be used by the sender’s application if required 
to indicate the media type. The recipient’s application may ignore or take account of the media type as 
appropriate. The value of this parameter is ignored by the JWS implementation. 

 
RECOMMENDATION-010: It is recommended that the value of "cty" Parameter header is compliant with 
RFC 2045 [13]. 

RATIONALE: 

• Inclusion of this Header parameter is useful in contexts where the JSW application can receive different 
types of payloads and needs to know the type of each received payload maximises flexibility in payloads 
(DESIGN-PRINCIPLE#08). This supports the use of JSW with applications which handle several types of 
payload. 

• Use of RFC 2045 [13] maximises interoperability (DESIGN-PRINCIPLE#05). 

5.6. Other Header Parameters 
5.6.1. Introduction 

Header parameters can be either critical or non-critical.  

Applications unable to understand and/or process critical header parameters must reject the signature. 
Applications unable to understand and/or process non-critical header parameters can ignore them. 

All the header parameters specified in RFC 7515 [2] are critical by definition. 

To make any other header parameter defined outside this RFC critical, they must be listed within the "crit" 
header parameter. 

RFC 7797 [3] defines the "b64" header parameter, which it requires to be critical (see also Section 4). 

5.6.2. Recommendations 

RECOMMENDATION-011: It is recommended to NOT TO INCORPORATE within the JSON Web 
Signature ANY OF THE JWS Header parameters defined by RFC 7515: "JSON Web Signature (JWS)" [2] 
or RFC 7797: "JSON Web Signature (JWS) Unencoded Payload Option" [3] that are NOT EXPLICTLY 
PROFILED within Section 5 of the present document. 

RATIONALE: 

• This recommendation maximises interoperability (DESIGN-PRINCIPLE#05). 

RECOMMENDATION-012: Additional header parameters may be added within the JSON Web Signature 
is (OPTIONAL). But any additional header parameter should not be listed as critical using the ‘crit’ header 
parameter. 

RATIONALE: 

• This recommendation makes the profile extensible and enables additional header parameters to be 
ignored for interoperability (DESIGN-PRINCIPLE#10). 
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6. Algorithms & Key Lengths 
6.1. Introduction 
As described in Section 5.2 on page 8, the JOSE header includes the “alg” parameter which indicates the 
cryptographic algorithm used for a signature. This section provides guidance on the algorithms to be used. 

RFC 7515: "JSON Web Signature (JWS)" [2] is complemented by RFC 7518: "JSON Web Algorithms (JWA)" 
[4], which registers a wide variety of "cryptographic algorithms and identifiers to be used with the JSON Web 
Signatures" and "defines several IANA registries for these identifiers". 

RFC 7518: "JSON Web Algorithms (JWA)" [4] defines identifiers for the most relevant cryptographic 
algorithms for being used within JSON Web Signatures. 

ETSI has published and regularly updates ETSI TS 119 312: "Electronic Signatures and Infrastructures 
(ESI); Cryptographic Suites" [14] (which when the present document was written was in its version v1.3.1 
(February of 2019). This identifies the recommended algorithms and key length for electronic seals. 

6.2. Recommendations 

RECOMMENDATION-013: It is recommended to use algorithms that are listed in both RFC 7518 [4] and 
ETSI TS 119 312 [14]. 

 
RECOMMENDATION-014: It is recommended to regularly review the policy on use of cryptographic 
algorithms, including the recommendations provided by ETSI TS 119 312 [14] and RFC 7518 [4], to take 
account of any potential weaknesses identified in the cryptographic algorithms used and the need of 
replacing them by stronger ones. 

RATIONALE: 

• These recommendations will ensure the usage of secure cryptographic algorithms (as it has been already 
mentioned ETSI TS 119 312[14] is regularly updated) (DESIGN-PRINCIPLE#09). 
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